
Cyber Liability: Are You at 
Risk?

A breach isn’t always a disaster. 

Mishandling it is. 

Presented by



• What is your Rock Star Name?

o First name = childhood pet

o Last name = Street you grew up on

o ?

• What is your newscaster name?

o First name = your middle name

o Last name = your mother’s maiden name

o ?

Quiz
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1. Exposure & Cause of Loss

2. Risk Management & Employee Awareness

Talking Points
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Exposure & Cause of Loss
Talking Point 1:



Information at Risk

• Member Information
o Social Security Numbers
o Credit cards, debit cards, payment info
o Protected Healthcare Information (PHI), e.g. medical records, 

prescriptions
o Personally Identifiable Information (PII), e.g. Drivers License 

/ Passport details
o Non-PII, like email addresses, phone lists, address

• Employee Information

o Social Security Numbers

o Payroll/Direct Deposit Information

o Medical records on employee as well as family members 
included in benefits

5

PII
(Personal Identifiable 

Information) 

PHI
(Personal Health 

Information)



The Definition of Personally Identifiable 
Information (PII) is Getting Broader

In 2011 we saw a massive expansion in the types of information that regulators, 
litigators and the courts consider PII. 

After two monster breaches at large email marketing firms (Epsilon and Silverpop), 
email addresses are now arguably considered PII. 

In February of 2011 the California Supreme Court found that zip codes qualify as PII 
for the purposes of California’s Song-Beverly Credit Card Act. As a result of this 
holding, many class action suits have been filed against retailers in California, 
potentially costing them and their insurers many millions of dollars.
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Source: Cyber Liability & Data Breach Insurance Claims, A Study of Actual 
Payouts for Covered Data Breaches, October 2012, NetDiligence



What is a Data Breach?

• Actual release or disclosure of information to an unauthorized individual/entity 
that relates to a person and that:

o May cause the person inconvenience or harm (financial/reputational)

 Personally Identifiable Information (PII)

 Protected Healthcare Information (PHI)

o May cause your organization inconvenience or harm (financial/reputational)

 Member Data, Applicant Data

 Current/Former Employee Data, Applicant Data

 Corporate Information/Intellectual Property

o Paper or Electronic

o Potential Security Threats

 Compromises to the integrity, security or confidentiality of information

 Circumstances where a data breach may have happened or could happen 
in the future. (e.g. lost flash drive with PII)
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63% of data breaches in 2010 involved 
companies with fewer than 100 employees
(Verizon’s 2011 Data Breach Investigation’s Report of 759 Events)



• Improper Disposal of Paper Documents

• Lost/Missing/Stolen Electronic Assets

• Mishaps due to Broken Business 
Practices – MISTAKES!

• Rogue Employees

• Phishing/Spear Phishing/Social 
Engineering Attacks

• Network Intrusions/Hacking

• Malware/Viruses

Most breaches are NOT caused by hacking!
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• “We have an IT Department that takes care of this.”

o IT Department cannot stop every attack.

o IT Department cannot prevent Human Error.

• “We are a small organization, no one will hack into our system.”

• “We use a payment processor for our credit cards so we do not have any 
exposure.”

o Comes down to who is the data owner and who is a processor

• “We do not do any business over the internet so we do not have this 
exposure.”

o Could still suffer breach of paper files

o Actions of Rogue Employee

Common Misconceptions
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• A Southern California Medical Center was the victim of a Ransomware attack in 
February 2016

o Hospital was unable to continue day to day operations

 Electronic Medical Record (EMR) system was affected

 Employees resorted to pen and paper for patient information

 Some patients had to be transferred to other area hospitals

• Equipment dependent upon computers was rendered inoperable

o Ransom Demand was initially 9,000 bitcoins (approximately $3.6 million)

 Very large demand for a ransomware case

o After 10 days without access to their network the Medical Center paid the hackers 
40 bitcoins ($17,000) 

Hackers Hold Medical Center Computer Hostage
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• “Fraudulent Instruction”

o Employee of company XYZ receives email that appears to be from CEO

 “Please send payment to business partner ABC”

 “Here is their new routing and account number for payments”

 “Payment is overdue, please send ASAP”

• Employee sends payment

• Turns out to be fraudulent

o This is a growing exposure that could affect many clients

 Cyber policies typically concern themselves with protection of Data

 This is loss/theft of money

• Crime policy or Cyber policy?

Case Study: Social Engineering
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• The sender claims to be traveling and available only by email

• The sender claims to need the information urgently

• The request is formatted to look like it’s sent from a mobile device in order to make it 
harder for you to recognize that something is off

• The sender’s email address will be similar to our CEO/CFO’s – often off by only a 
character or two. For example: 

o CEO@company_xyz.com vs. CEO@company-xyz.com 

Tips to Help Spot a Fraudulent Instruction 
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• Out of Band Authentication A method of challenge and response to the requestor of 
a transfer, payment or delivery of money or securities by an Insured, via a method 
other than the original means of request, to verify the authenticity or validity of the 
request. 

• Dual Authorization A method by which third party payments must be authorized by 
two personnel from the same business, providing an additional level of security. 

• External Email Tagging A means by which incoming email from outside the 
organization are tagged “EXTERNAL” (or otherwise), to prevent deception. 

• Anti-Virus Software All anti-virus software and firewalls should be constantly 
updated to defend against the evolving nature of fraud practices and to block incoming 
specious traffic where possible. 

• Security Awareness Training All employees, particularly those with an increased 
risk of being targeted should be kept aware of developing exposures via a security 
training program, inclusive of fraud detection practices.

Advice to Protect Yourself 
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• Entity Affected: Hospital

• Incident Details: Hospital did a “disaster drill”.  Set up 20 laptops, one in each ER suite.  
To replicate lost power, each laptop was to be set up with all 500,000 EHRs of the 
hospital.  During course of drill, 1 laptop went missing.

• Initial Response:  Hospital called a press conference to acknowledge a loss of 500,000 
EHRs.  They held the press conference BEFORE the investigation.

• Investigation:  Investigation identified time of loss via surveillance cameras in the ER.  IT 
reviewed network logs for downloading the 500,000 EHRs to each laptop and noticed 1 
laptop did not receive the 500,000 EHRs.  Investigation took 48 hours.

• Conclusion:  It was forensically concluded that the missing laptop was stolen BEFORE the 
download of 500,000 records occurred.  

• Data Format:  Electronic

• Information Compromised: PHI

• Breach Universe: ZERO – “Non-Event”

• Aftermath:  The hospital had to hold a second press conference about the “false alarm”.

Case Study : Don’t assume you know the facts
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Cost of a Data Breach

Per Record Breached
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Data taken from “IBM Security: Cost of a Data Breach 
Report 2020”



State Data Breach Laws

• All 50 states have laws requiring consumer breach notification

• All state laws hold data owner liable for breached 
information, regardless of whether the data was in a vendor’s care.

• Generally, these laws require companies to notify individuals whose PII has been 
breached

• If vendor or third party is breached, releasing a contracted company’s information, the 
contracted company (not the vendor) has to notify consumers

• Each state’s law is different

o Some do not require notification if there is no likelihood of harm (company has to
make judgment call to determine potential for harm)

o Some do not require notification if stolen/lost data is encrypted

• Federal laws such as HIPAA/HiTech may apply as well
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Risk Management
Talking Point 2:



Some interpret attack difficulty as synonymous with the skill of the 
attacker, and while there’s some truth to that, it almost certainly 
reveals much more about the skill and readiness of the defender.

Risk Management
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Verizon Data Breach Investigations Report 2013



Network Security Must Be an Organization-Wide Effort
o Every Employee in the organization needs to know the importance of protecting 

your sensitive data.  

 Release of a member’s PII could cause them financial harm

 Release of a member’s PHI could cause them reputational harm

o Employees should read and sign company policies pertaining to data privacy

o Install updates to critical software in a timely manner

Risk Management
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Policies and Procedures
o Have and enforce an Internet Usage Policy

 Employees should not be allowed to access personal email (yahoo, gmail, etc.)  

while connected to the company network 

 Warn employees of the risk of opening emails/attachments from unknown senders

 Warn employees of the risk of clicking on links from unknown senders

 Do not allow Peer to Peer (P2P) software on organization system

o Have a strong password policy

 8 characters or more

 Include at least one number or special character and uppercase letters

 Change passwords on a regular basis (every 90 days)

 Do not write passwords on or near the computer

 Do not share passwords with other employees

 Change passwords when an employee leaves the company

Risk Management
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Dispose of Sensitive Data (Electronic or Paper) Properly
o Shred Paper files that contain sensitive data

 Keep a shredder in the office

 Contract with a company that shreds documents

o Erase data from electronics before selling/returning at the end of a lease

 Many scanner/copier devices contain a hard drive that stores images of documents

 Erase data from old computers, laptops, tablets, smart phones

o Check old cabinets before discarding

 Make certain no paper files inside

Risk Management (cont.)
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Does This Make Business Sense?
o Do not store sensitive data any longer than it is needed

 Keep inactive files only as long as the law requires

 If there is not a business need for the data – dispose of it (properly)
• You can not lose what you do not have

• It can be much harder to notify old customers 
• People move

• Names change

o Restrict access to sensitive data to those with a business need

 The cleaning crew does not need access to PII & PHI
• Lock file cabinets

• Password protect computers

Risk Management (cont.)
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Risk Transfer – Privacy and Security Insurance

o Insurance is available to cover this exposure

o Benefits of coverage

 Do not have to handle the breach on your own
• A data breach should not be a DIY  project

 Access to pre-claims risks management tools

 Access to experienced vendors with pre-negotiated pricing

 Coverage is affordable

• Minimum Premiums beginning at $1000

Risk Management (cont.)
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• Anyone with the company domain name can enroll, no limit to the number of users

• Portal has a lot of great resources

o Bi-monthly webinars

o Training modules for your staff on phishing prevention, ransomware prevention, malware 
protection, mobile device security, smarter email and smarter passwords, etc. 

 Using the e-learning site you can upload lists of employees, create training assignments 
for them, and track individual completion. 

o Tipsheets

o Template policies (including a template IRP)

• Once signed up, you’ll receive a monthly breach trend alert from BBRS. 

BeazleyBreachSolutions.com



25



26

BeazleyBreachSolutions.com (cont.)



• Insured vs. Insured Exclusions

o Are employee suits covered?

• Coverage for information regardless of the medium

o Are paper files covered?

• Coverage trigger

o Incident or lawsuit?

o Is coverage only for an Actual Breach or does it include a “Reasonably Suspected” Breach?

• Vicarious Liability for the Acts of Others – Vendors/3rd parties

• Intentional Acts Exclusion

o Are the acts of “rogue” employees covered?

• Coverage for failure to comply with own security policy?

• Media/Social Media Coverage

• Duty to Defend Wording

• Safeguard Exclusions

Key Features to Look For
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• Or…

Key Features to Look For (cont)
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Senior Client Service Consultant
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(402) 898-4163
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Joe Gates
Southeast Region Territory Manager
Beazley Group 
Atlanta, GA 
(770) 351-1670
joe.gates@beazley.com

QUESTIONS?
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The descriptions contained in this communication are for preliminary informational purposes only. The product is 
available on an admitted basis in some but not all US jurisdictions through Beazley Insurance Company, Inc., and is 
available on a surplus lines basis through licensed surplus lines brokers underwritten by Beazley syndicates at 
Lloyd's. The exact coverage afforded by the product described herein is subject to and governed by the terms and 
conditions of each policy issued. The publication and delivery of the information contained herein is not intended as a 
solicitation for the purchase of insurance on any US risk. Beazley USA Services, Inc. is licensed and regulated by 
insurance regulatory authorities in the respective states of the US and transacts business in the State of California as 
Beazley Insurance Services (License#: 0G55497).


